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15 Mo Large BTK =z

Test Set

QC’”
Learn

—

Model

Apply
Model

Deduction

Learning
algorithm

Ll Caiens sl olghas (2) s

confusion matrix s, asgswme olws 1 -4

gdme IS8 Hlo Uas JShy datall OVl dieg s Sy dauall Olawd) sue Wy @l

o)l dagancs B yal

Predicted class
Class=1 Class = 0
Actual class Class = 1 TP N
Class = 0 FP N

binary confusion matrix 111 asLe yo et dagame (3)Jss

[ 2 2014 e - sl g3 gl ) )

65




[ A6 Gl daa) lbal) ye Alawdl, 3|

Ul Al R o ssts A al /] smalall cilSud B Al GRS il Guls LS aladdul ]

12 095 284501 ClASS T 312 Mt s I pudiy (2ojlait) Adg2na 2] Ysis yo
312 Uas S Lgadsd @ 1 ClAaSS 0 312 oMt s ) waifOL s .Class
.class 1

: Olb A gl e Ialeie!

Alall (e ylaid| A gdins e Iabaiel Sliiall elsl g ACCUTACY 841 o

A
y Number of correct predictions fii + foo
couracy = =
& Total number of predictions fi1 + fio + fo1 + foo

T AS LS Aalall fpo Uaset) Juas cows 58180 JSug

Number of wrong predictions for T+ fio
Total number of predictions fix + fio + fo1 + foo

Arrore rate=

Classification Techniques cacua oleas 2 4

Byl AT (g SLOE 0la @a] AB)ell 618 (EBLw Aoty OLAET Bue Caualll (reudaly
.Decision Tree a1

Decision Tree classifier y,at s ma riiae1 -2 -4

J<= .attribute  aawr ed (ulwi e 1)yd Gapb (e O Ll caiual i ,all jlodi
deid Jies g0 Jo (tESE ALNDULE HLis ) 2aw s 51,80 5y 2 2l ls bude
sude lei ValUe ded) sLas ¥ Gla yoe S (a8yg) ddylo Sibe Jog Bukall
VAN By 2yl BuZE (pe LESULAN VLt iy B pomiid | yik o Byl 2

.Class aiass a8y 5uhe Yo s o

[ 82014 spamd - gl sy gl Y a2ad) 66 ki) daaly Alaa ]




[ AU Galidea) calball ae el o)

Jsh Eali gl QIS i gga dana U1 /.1 u,uu\ai\ﬁal&e&@dﬂnﬂ\dﬁﬁéﬁl*d\@;ﬁagﬁe\&m]

Attribute?
Value_lﬁljjd// \ value_filded
] Value!| filded
Attribute? Attribute?

valie filded  valud filded value filded valug\ filded

[A]caiasst 51,8 8o (17 -1)gsan
tOP-) awi N el ol Gy walui pusins CART (C4.5 (D3 ilwayyigat
T G 1Al i wdgir (down recursive divide-and-conquer manner
L a1 (Class labels) oLty coyit Glble e gase Ao Coylidls
How to Build a Decision Tree j,attsymasba 1 -1 -2 -4
Claall (yo Hias Aogeme o LBYLL e Hal Hladi (po dde GILa (duldl G e
Jia¥1 8yl e Jguamtl ()Y (o 4B YAl (93 Al jlmd u-w-u‘—-' Lodee 3,293
£ ey adylanl s agdl T | Ollas e (o Skl ST oo Lol Coulie
Gleaiylgadl ola (po Bumly . Jadas JSdn AN Lle Cimll Alad Oloojylgh juglald @3 Ak
i Gox Oleadylsd (o duuall uleil oo gt Hunt's algorithmeots asyies
Gyl | Andy Adidlie muudl! 112 (o yay . CART (C4.5ID3 =13 2 Lay caailatt oyl pal!
[Dl.cola dre)ylgsnt
Hunt’'s Algorithm cols awjyigs 2 -1 -2 -4
O ol Baplo (o I ST gbud gLl 5,401 8 Wl o5 @i COLa Aa)ylgs 2
- alS JSdn Ane 53 Dle goame (1) oy
oo sle Y={ ¥1,¥2,...,yn} 5 N sugatls eyt copuid) Sl dcgeme DU (S0
.class lebeles o caliwi
adyysuze T ola ClASS YU 31 uas ) e DU 2 cdlowdt yo colss 13 -1
.class yt =atas,e

[ 82014 spamd - gl sy gl Y a2ad) 67 ki) daaly Alaa ]




(AU Gabidaa) qlhal ae Alad] ) e 5 % NEbet & het wis e oy wme (aw
[JJ‘ Fal ) A g s L) /] G gulald) clad iz Jakail) (adst i) (i cliss e\.\a.u.u\

Zaal HList doyd Hlist @i« ClASS (e i ) (eiid OMw g9 Dt 131 -2
Al . Bk dusyd Olegeme ) OMll eewant (attribute test condition)
DU il g8 @iy yLiis W1 oy Siln p3vs (o e JSI (ChlD NOdE) 1 5zt
dde ST D H,SE S Acehylgitl Gadal @l Olayatl e sl sLu¥l agal
51 child node L.y
Attribute Selection Measures azwti jLos yulae3 -1 -2 —4
DS yolae sLie ¥l (e 4555 OF ot ¢ L) da)ylgs HLin | Colony (Ol Al 3ymd Lt
Olegant) o (D 2ims Olile puds 1 Juad¥) @wdidl jlas HLosY cuwlid) dawndl
Aale yuleo A5 A8ygl) ol (EBLGW . 203,8 Glegame ) (ClASS) caway ata i, dcn it
Gini Gain Ratio JInformation Gain Juxas¥ eewdill 2ewldl dawmt) Loy
.Index
Information Gain westaticluwisst 1 -3 -1 -2 4
o daatl A ddal) Cacuatd Layd Claglaclt adsitl (alasaW Ly doglall Gludiss) B yay
o Rt Layliis) @l (55 ¥) Al ded (pe e L Zaglall ludsal dod ()93
11D bt degome 22 N suzalt
Y ey D Gliled i e oo 2 A dliadio Baut aglatl Cluisal Olusty

: ALt ASalalf (po Entropy(D) (et Lo of D 2 Jowiw Lacuatd doidl| dadgil| Oilaglat) -

Fig?
Info(D) = >.._ p; logz(p;); -
T
S Entropy(D) = >~ ., Pi log> (i)

+ AW A3Mat! (po iy class G 31 (3 D 2 ot o Latn) Adlaia | pl LT
| <:io |
| 7> |
- Ol (ASTH dalf: D cclass C 31 (M AalidI D 20 Sl | 2uie Ci D G

=

. bits I 30,5 Dlaglal) (¥ 2 (pulw¥Ly @l ylé gl AT0s sl
D& i Jomad | 448 cconild Daid Slaglall dceso Jawgion (o2 Info(D) -
@il o v e e 9D A Cus D 2 attribute A U 228978 Ologlall sty -

AU ATalall e v={ala2,..av} Ceo sl

[ 82014 spamd - gl sy gl Y a2ad) 68 ki) daaly Alaa ]




A Gl clball s e, ,)
Jol Ealr gl QIS gga 2ana aly) /.

smalall cilSud B Al GRS il Guls LS aladdul ]

w
info, (D) = Z % % info(Dj) o e )
j=1 J
v
Entropy, (D) — Z I|%|I = Entropy(Dj)
=1
attribute A 1 dud\ class j U & I\ tuples Nl sue Dj (A dadll o 4uillj o5 55 ? U
I ;
(2)@sully (1) Aok} ¢ 3,81 s Information Gain(A) dolae lud T
Gan(a) - iInfo(D). info, (D) ..
Al
dst_host_same dst_host_srv__

No. Duration _src_port_rate diff _host_rate Flag src_bytes dst_bytes Class
1 0.0 0.17 0.0 SF 491.0 0.0 Normal
2 0.0 0.88 0.0 SF 146.0 0.0 Normal
3 0.0 0.0 0.0 S0 0.0 0.0 | Anomaly
4 0.0 0.03 0.04 SF 232.0 8153.0 Normal
5 0.0 0.0 0.0 SF 199.0 4200 Normal
6 0.0 0.0 0.0 | RE] 0.0 0.0 | Anomaly
7 0.0 0.0 0.0 S0 0.0 0.0 | Anomaly
8 0.0 0.0 0.0 So 0.0 0.0 Anomaly
9 0.0 0.0 0.0 So 0.0 0.0 Anomaly

10 0.0 0.0 0.0 So 0.0 00 | Anomaly
11 0.0 0.0 0.0 | RE] 0.0 0.0 | Anomaly
12 0.0 0.0 0.0 So 0.0 00 | Anomaly
13 0.0 0.12 0.03 SFE 287.0 2251.0 Normal
14 0.0 1.0 0.2 SFE 334.0 00 | Anomaly
15 0.0 0.0 0.0 So 0.0 00 | Anomaly
16 0.0 0.0 0.0 So 0.0 00 | Anomaly
17 0.0 0.01 0.02 SF 300.0 13788.0 Normal
18 0.0 1.0 1.0 SF 18.0 0.0 | Anomaly
19 0.0 0.02 0.03 SF 233.0 616.0 Normal
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: b Less ENtropy (D) cewss 1
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A= flag M D 2 s ls J==t ENtropyA(D) e -2
So-8 SF=9 REJ=2 Class
(] 7 (] Normal
8 2 2 Anomaly
= _ 1D, |
ntropy, (D) — ﬁ = Entropy(Dj)
J=1

= - 8/19)((0/8)*log(0/8) —( 8/8) log(8/8)) + (-9/19((7/9) log (7/9)- ((2/9) log(2/9)) + (-(2/19)
((0/2)log(0/2) — (2/2)log(2/2))).

= 8/19)(log,1) + ({9/19)((7/9)*logx(7/9)-(2/9)*logx(2/9))) + (-(2/19)(-log,1))

= 0 + 0.473(0.77*10g,0.77) —( 0.2*log;0.2)+0

=0.178 + 0.464

=0.642 bits

:flag il INformation gain s s -3
Gain(flag)= Entropy(D)-Entropyg,,(D)= 0.949 - 0.642 = 0.307bits
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Gaini (D) =1 (7/19)* —(12/19)
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= 0.894(1-0.169-0.280)+0.105(1-1-0)
= 0.527 bits .
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Predicted class
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Actual class Class = normal 1879 273
Class = anomaly 3996 5702
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% Of NLS-KDD Data Set Test e C4.5 (auall jLas ¥ asilidl oylaid) dagaas (6) o3y Jsa
20

Accurcy = (1879 + 5702) / (1879 + 273 + 3996 + 5702)
= (7581) / (11850)
=0.639 = 63.9%
Errore rate = (3996 + 273) / (1879 +273 + 3996 + 5702 )
= (4269) / (11850)
= 0.360
=36%
true positive rate (TPR) or sensitivity= TP/(TP + FN)
= 1879 /(1879 + 273) = 87 %
true negative rate (TNR) or specificity = TN/(TN + FP).
= 5702 / (5702 + 3996) = 59%
false positive rate (FPR) = FP/(TN + FP),
=3996 / (5702 + 3996) = 41%
false negative rate (FNR) = FN/(TP + FN).
= 273/(1879 + 273) = 13%
Precisoin = tp /(tp + fp)
=1879 / (1879 + 3996) = 32%
Recall =tp/ (tp + )
= 1879 / (1879 + 273) = 87%

¢ AL Jgaantt 2. Lo it il sl

TPR FP TP FN Precisoin Recall Errore rate Accurcy

87 % 41% 58% 13% 32% 87% 36% 63.9 %

20% Of NLS-KDD Data Set Test ctite e C4.5 Lauatl Lo gitio (7) o8, Jsa

Full NLS- KDD 99 Data Set Test e caiall jLos | ddeal 2o0ldf wylail| ddgams
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Predicted class

Class = normal Class = anomaly

Actual class Class = normal 9448 263
Class = anomaly 3900 8933

Full NLS-KDD 99 Data .tec C4.5 (ot jLas ¥ ol uylail| 2agime (6) o3, IS

Set Test

¢ 2y s
TP Fp N N Precisoin Recall Errore rate Accurcy
97 % 59% 69.6% 2.7% 70.8% 97% 36% 81.5339%

Full NLS-KDD 99 Data Set Test .t o e C4.5 Canati jlas gt (9) o3, Js
: CONCLUSION awMtl -5
Crotiicl A8yel) ols 2 g (OIS Aalall agansd (24ST Ammle Zals Il OB AN alidiwl Lyl 1)
Ayt Ao ASLdd) 2 dgaad) (e aaslt CA5 Loy Glilud! gl GLOE @ai (re sy
2 LIS IO Jiaeg dgldd| (adds e JEo 2 Wlad amis C4.5 diayylgs Cpglsl La.an Wgpall
JBT Uasnt G (3953 5 psn GLLA | Areso ol Loln 431 5L O pglaly 3,850 OLiled | e game
O Obly Ass colss Liwie 63.9 % sl 8y cole s Adle aiall 305 4dag
S cauatl w3y cadyl (497,700 byte )1 cble awss ooy Lewiey (946,848 byte)
il 2dlal) alall Gyud P gt ) ois @hld coydild! Olile s colss Lew 81.5339:

LObLd L > M) Ll

B—\JA -6

[ 82014 spamd - gl sy gl Y a2ad) 78 ki) daaly Alaa ]




[

Jsh Gali ol Qe G gaga 2ana 3l /.

U Eaals Gullaal Lacd .
=B Qaly daa - ) Loy ).9,) h,ljﬁ“\é-“ ‘;m L}A Sg'h"n IRASS ‘;,l_'.l*d\ [ vy _“’ Ql._\..\.h{“ e\-\a-u-u.' | ]

Data Mining: Concepts and Techniques Third Edition - Jiawei Han - University of Illinois at Urbana—
Champaign - Micheline Kamber Jian Pei Simon Fraser University- Morgan Kaufmann is an imprint of
Elsevier.-

Data Mining for Network Intrusion Detection Paul Dokas, Levent Ertoz, Vipin Kumar, Aleksandar
Lazarevic, ]aideep Srivastava, Pang-Nig Tan ,Computer Science Department, 200 Union Street SE, 4-192,
EE/CSC Building ,University of Minnesota, Minneapolis, MN 55455, USA aleks@cs.umn.edu
,srivasta@cs.umn.edu ,kumar@cs.umn.edu .

Zirkle, L., “What is host-based intrusion detection? “Virginia Tech CNS. SANS -Institute Resources,

Intrusion Detection FAQ, Hyperlink ID FAQ, 2000.

ISSN (Print): 2279-0047 ISSN (Online): 2279-0055 - International Journal of Emerging -Technologies in

Computational and Applied Sciences (IJETCAS) www.iasir.net,Differentiating Network Attacks using C4.5
Algorithm with Multiboosting,V.Balajil, VaralakshmiK2 # Department of Computer Science and

Engineering, SRM University, SRM Nagar, Kattankulathur — 603203, Kancheepuram District, Tamil Nadu,

INDIA.

Introduction to Data Mining- by Tan, Steinbach, Kumar — 2004

[ 82014 spamd - gl sy gl Y a2ad) 79 ki) daaly Alaa ]



mailto:kumar@cs.umn.edu

